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ABSTRACT

Cryptography is a concept of protecting information and conversations which are transmitted through a public source,
so that the send and receive only read and process it. There are several encryption and decryption algorithm which
involves mathematical concepts to provide more security to the text which has to be shared through a medium. This
paper aims to explain the Rivest, Shamir and Adleman algorithm invented in 1977 used for asymmetric cryptography.
In an asymmetric key encryption scheme, anyone can encrypt messages using the public key, but only the holder of
the private key can decrypt the message. Security depends upon the secrecy of the private key. Importance of prime
numbers in RSA cryptographic system is also explained in this paper.

In this paper, we will research the fundamental rules that cryptography is based on to better understand the
mathematics standing behind it. Then we will describe a foundational algorithm in cryptography: the Diffie-Hellman
key exchange protocol. This paper explores the significance of prime numbers in cryptographic algorithms. It
examines how prime numbers are used to enhance security in various encryption schemes, focusing on their
mathematical properties that make them ideal for such applications. The paper also discusses contemporary
cryptographic protocols that leverage primes and addresses potential vulnerabilities associated with their use.

INTRODUCTION

Cryptography is essential for securing digital information and communication in the modern world. At the core of
many cryptographic algorithms lie prime numbers, which provide a foundation for generating secure keys and
encrypting data. This paper provides an overview of the importance of prime numbers in cryptographic algorithms,
highlighting their properties and applications.

Throughout history, there has been a need for secure, or private, communication. In war, it would be devastating for
the opposing side to intercept information during communication over an insecure line about the plan of attack. With
all of the information that is stored on the internet today, it is important that sensitive information, such as a person’s
credit card number, is stored securely. Cryptosystems, or ciphers, use a key, or keys, for encrypting and decrypting
information being communicated with the intention of keeping this information out of the hands of unwanted
recipients. Prior to the 1970s, the key(s) used in cryptosystems had to be agreed upon and kept private between the
originator, or sender, of a message and the intended recipient. This made it difficult to achieve secure communication
for two parties far from one another because they would have to find another means of secure communication to agree
upon the key(s) of the cryptosystem begin used. Such ciphers, where the encryption/decryption key(s) must be kept
private between the originator and intended recipient, are called symmetric-key ciphers.

As technology increased, the security of symmetric-key ciphers became more vulnerable. It was not until the 1970s
that a more secure cryptosystem, the RSA cryptosystem, was made public by Rivest, Shamir and Adleman, three MIT
researchers. The RSA cipher, when implemented appropriately, is still considered to be an unbreakable cipher. It was
the first specific type of asymmetric-key cipher, or public-key cipher, meaning that two parties could publicly agree
upon encryption keys over an insecure communication line and not compromise the security of the cipher. The security
of the RSA cipher comes from the general difficulties of factoring integers that are the product of two large prime
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numbers. The level of security for the RSA cipher increases as the size of the prime numbers used for determining the
encryption key increases.

Modern implementations of the RSA cipher require that the prime numbers for determining the encryption key be
very large, hundreds of digits in length. This paper discusses some of the algorithms, called primality tests, that are
used to determine whether or not a given positive integer is prime, very likely prime, or composite. These tests are
very helpful for determining the primarily of integers that are hundreds of digits long. There is no known factoring
method for determining the prime factors in a feasible time frame for an integer that is the product of primes equal in
size to those desired in the RSA cipher. However, to truly understand how the RSA cipher gets its security and the
role prime numbers play in this security, one must understand the processes for factoring integers with prime factors.

PRIME NUMBER

Prime numbers are fundamental to the field of cryptography due to their unique mathematical properties, which
provide a foundation for creating secure cryptographic algorithms. Here are several detailed reasons why prime
numbers are extensively used in cryptography:

Integer Factorization Difficulty:
Cryptographic systems often rely on the difficulty of factoring large composite numbers into their prime factors.

Prime factorization is known to be a computationally complex problem, especially for large numbers with two
large prime factors.

Public Key Cryptography:

Public key cryptography, exemplified by the RSA algorithm, utilizes the mathematical relationship between two
large prime numbers for secure communication.

The public key is generated from the product of two large prime numbers, and the security of the system relies on
the computational challenge of factoring the resulting composite number.

Discrete Logarithm Problem:

The Diffie-Hellman key exchange and other cryptographic techniques depend on the difficulty of solving the
discrete logarithm problem in a finite field.

Choosing a large prime modulus enhances security by making it computationally infeasible to efficiently
calculate discrete logarithms.

Primality Testing:
Cryptographic protocols often require the generation of large prime numbers.

Efficient primality testing algorithms, like the Miller-Rabin algorithm, are employed to ensure the generated
numbers are prime with high probability.

Random Number Generation:

Cryptographic applications demand the generation of random numbers for various purposes, such as key
generation and initialization vectors.

Large prime numbers can serve as the basis for generating pseudorandom numbers, contributing to the security of
cryptographic systems.
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Security through Complexity:

The use of prime numbers in cryptography is grounded in the complexity of mathematical problems associated
with primes.

Leveraging the complexity of operations involving prime numbers provides a layer of security, making it
challenging for adversaries to compromise the cryptographic algorithms.

Prime numbers are integral to the security of cryptographic systems, offering a mathematical foundation for
creating algorithms that resist attacks and ensure the confidentiality and integrity of sensitive information in modern
communication and information security protocols.

PRIME NUMBERS AND CRYPTOGRAPHY

There is a remarkable disparity between the degree of difficulty of the task of multiplication and that of factorization.
Multiplying integers together is a reasonable exercise for a young child if the integers are small, and it remains a very
straightforward task even when the integers are very large. The reverse operation, however, that of resolving a given
integer into factors, is cumbersome except for the very smallest integers and becomes near to impossible for large
numbers. This asymmetry is exploited in a new kind of cryptosystem, called RSA after its discoverers, Rivest, Shamir
and Adleman. In the RSA system secrecy is provided by placing a would-be codebreaker in a situation where in
principle he commands all information necessary for reading the protected message but is confronted with an
arithmetic task which in practice is prohibitively time-consuming.

Since these systems seem to achieve secrecy without keeping any key secret they are often referred to by the term
Public Key Cryptosystems or Open Key Cryptosystems. We prefer the designation Open Encryption-Key Systems,
since there also is a decryption key which, of course, must be kept secret.

Keys in Cryptography- Encryption may be seen as an operation on a segment (coding unit) of plaintext T yielding a
corresponding segment of ciphertext C according to an encryption function/ :

C=f. (1)
Decryption is the inverse operation, performed by the function s :

_ =1
T=f1(0) )

In most conventional cryptosystems, the mathematical relation between fand f ~Yis trivial. For decryption, the
encryption tables need only be read the other way round. If encryption is performed as word-by-word substitution of
codes for

plaintext words, then the writer will require, say, an English-to-Crypto code-book while the reader will find it
convenient to have a Crypto-to-English dictionary, if the crypto vocabulary is at all large. Either of these books can
be obtained from the other by a mere sorting process.

The encryption function fis traditionally defined by an algorithm and one or more parameters for that algorithm. The
parameters (key of the day) are changed more often than the algorithm, and different sets of parameters may be chosen
for different correspondents sharing the same algorithm (and communications network and crypto machinery). It is
customary for cryptographers to assume that the algorithm is known to illegitimate readers, the enemy, but that the

. - -1, . .
parameters are not, and the set of parameters is therefore called the key. Slmllarly,f is described by a different
algorithm with its own parameters. Since these two sets of parameters, if at all different, can easily be derived, one set
from the other, the term key is often used loosely for the set of parameters as well for encryption as for decryption.
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Now, the innovation introduced by RSA lies in the design of a system where 7 may remain unknown to someone

who possesses f' The existence of such a crypto opens up fascinating perspectives. Since S can be openly announced,
crypto traffic is not hampered by the traditional difficulties of safely conveying the key from one place to another.
The key for each addressee could in fact be published in a telephone directory or—to take a more practical example—
in conjunction with the list of mailboxes in a computerized message system. The cryptosystem becomes less
vulnerable, since every correspondent will have sole responsibility for the decryption key applicable to messages
directed to him. Unauthorized readers will gain nothing if they come into the possession of what is otherwise lethal
for most cryptosystems, a pair of plain and crypto texts. In fact, a sender of encrypted text will not be able to decode
what he himself has written!

In this context we can no longer consider the distinction between the encryption and decryption keys as one involving
merely a practical reformulation. The practical inconvenience for the unauthorized reader is precisely the heart of the
matter. This is the reason why we shall prefer the term Open Encryption-Key Systems.

PUBLIC KEY CRYPTOGRAPHY

Public-key cryptography is a radical departure from all that has gone before. Right up to modern times all
cryptographic systems have been based on the elementary tools of substitution and permutation. However, public-key
algorithms are based on mathematical functions and are asymmetric in nature, involving the use of two keys, as
opposed to conventional single key encryption. Several misconceptions are held about p-k:

1. That p-k encryption is more secure from cryptanalysis than conventional encryption. In fact the security of any
system depends on key length and the computational work involved in breaking the cipher.

2. That p-k encryption has superseded single key encryption. This is unlikely due to the increased processing power
required.

3. That key management is trivial with public key cryptography, this is not correct.

RSA Algorithm -

The RSA algorithm was developed by Ron Rivest, Adi Shamir and Len Adleman at MIT in 1978. Since this time it
has reigned supreme as the most widely accepted and implemented general-purpose approach to public-key
encryption.

The RSA scheme is a block cipher in which the plaintext and ciphertext are integers between 0 and n — 1 for some

n. The scheme makes use of an expression with exponentials. Plaintext is encrypted in blocks having a binary value
less than some number n. For some plaintext block M and ciphertext block C we have:

C MY (od B}
AMoCt (modn) (MY (mod »)

Mo A (mod w
{mod ) @)

Both sender and receiver know n. The sender knows the value of e and only the receiver knows the value of d. To
restate:

K7 Aeon}
KNR={dn} (@)

For this algorithm to be satisfactory for public-key encryption, the following requirements must be met:
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AFed A S B
1. Itis possible to find values of e, d and n such that ™ = M (mod )¢y 4

M<n

Afe el ; ;
2. Itis relatively easy to calculate 4 “and ¢ for all values ofM <1
3. ltis infeasible to determine d given e and n.

Focusing initially on the first question we need to find a relationship of the form: M =M (mod 1) £ e recall
that Euler's theorem states that

™™ =1 (mod m) ged(a,m) = 1 )
There is a corollary to this theorem that can be used to produce the required relationship. Given two prime numbers p
and q and integers™* = ¥ and m, withd <7 <7

the following relationship holds:

.m_qb(n)ﬂ = Tg=1}+1 -

miP- m {mod n}
(6

)

If ged(m,n) = 1 then this holds by virtue of Euler’s theorem. Suppose however thathd(m‘ n # 1. What

does this mean? Well, because ”* = P4 the equality ged(m.n) = 1is equivalent to the logical expression (m is

not a multiple of p) AND (m is not a multiple of g). If m is a multiple of p then n and m share the prime factor p and

are not relatively prime (the same can be said for q). Therefore, the expression ged (m, '”') 71 must be equivalent

(m,n)

to the negation of the foregoing logical expression. Therefore, ged 7é ! is equivalent to the logical expression

(m is a multiple of p) OR (m is a multiple of ).

Looking at the case in which m is a multiple of p, so that the relationship ""* = “ holds for some positive integer c.

In this case we must have ng(m? q) =1

mo< g ged{m,q) = 1

. Otherwise, we have m a multiple of p and m a multiple of g and yet
then Euler’s theorem holds and

m"Y =1 (mod ¢)
But then, by the rules of modular arithmetic,

[mrﬁ(q}]@ﬁ(m =1 (mod g)

m?™ =1 (mod ¢)

Therefore, there is some integer ksuch that

T Y 7

Multiplying each side by 7/* ¢,
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m? M — - kepg = m A+ ken
P =y (mod n)

A similar line of reasoning is used for the case in which m is a multiple of g. Thus, equation 6 is proven. An alternative
form of this corollary is directly relevant to RSA:

MU = [P0 )] (mod n)
= [(1)* x )] (mod ») by Euler’s theorem

=m (mod n}

()

We can now state the RSA scheme. The ingredients are the following:

. ¢, two primes private, chosen}

(
n = pg (public, calculated})
e, with ged{¢(n), ¢} 1,1 < e < ¢(n) (public, chosen)
(

d=et (mod @(n}) private, calculated}

. 7 hyng publickey iste 7}, Suppose that user A has published his public key and that

C= M (mod ”) and transmits C. On receipt of the
M = C* (mod n)

The private key consists of{
user B wishes to send the message M to A.B calculates

ciphertextC user A decrypts by calculating the following: . Figure 1 summarises the algorithm.

Example:

1. Select p=7 ,q=17

2. Caleulate = P4 =7 x17=11
3. Calculate ¢p(n)=(p-1Hg-1) = 96

of . -
4. Select e, relatively prime to and less than (-")(”)’ say & 2

5. Determine d such that®€ = 1 {mod 96) ;nqd < 96,

6. The correct value for d is 77 because 77 x 5 = 385 =4 x 96 + 1 (can be calculated using the extended version of
Euclid’s algorithm).
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Key Generation
Select p. g pand g both prime. p g
Calculate n = p x g
Calculate @(n) =(p - I Mg ~ 1)
Select integer ¢ gedipin), e)=1: | < ¢ <¢tn)
Calculate o dm el mod win)
Public key KU = {e.n}
Private key KR = {d. n}
Encryption
Plaintext: M<n
Ciphertext: C = M¢ (mod n)
Decry ption
Ciphertext: C
Plaintext: M =9 (mod n)

Fig 1: The RSA algorithm

The resulting public key is KU= {5,119} and private key is KR{77,119}. Say the plaintext is M = 19. For encryption
194 is raised to the 5th power, yielding 2, 476, 099. Upon division by 119, the remainder is 66, hence ciphertext sent
is 66. For decryption it is determined using KR that 6677 = 19 (mod 119) so the recovered plaintext is 19.

DIFFIE HELLMAN KEY EXCHANGE

The first published P-K algorithm appeared in the paper by Diffie and Hellman that defined public key cryptography
however it is limited to the secure exchange of a secret key and not of a message. The security of the scheme depends
on the difficulty of computing discrete logarithms which were discussed earlier in the course. The Diffie-Hellman key
exchange consists of two publicly known numbers: a prime number p and an integer a that is a primitive root of q.

<~
Xa < q and computes

Suppose the users A and B wish to exchange a key. User A selects a random integer
: Xp <q

3 — X A
Ya @ mod g. Similarly user B independently selects a random integer and computes

7y = vAB
Y B =10 mod g. Each side keeps the X values private and makes the Y value available publicly to the other

- r AXa . r \Xn
side. User A computes the key as K () “) mod g and user B computes the key as K = (} \) mod
g. These two calculations produce identical results and the result is that the two sides have exchanged a secret key.
This can be seen because:
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K = (Yg)** mod ¢

= (o XB 1 g) ¥4 |

= (a™*® mod ¢)** mod ¢

= (a \“) 4 mod ¢

a*)XE mod ¢

Xa ‘B

a4 mod ¢)*# mod ¢

(
(
(
= (
(
= (Y4)*® mod ¢

Furthermore because Xa and Xz are private, an opponent is forced to take a discrete logarithm to determine the key.
For example, attacking the secret key of user B the opponent must compute:

‘,\'B = iII(Irl.(l()}f)

I.H(In.q()-[})

where is the discrete logarithm, or index, of) Bor the base " mod g. The

scheme can be summarised as shown in figure 2

For example let’s say we have the values q and a primitiveroot We can see that™® — 3 is a

— AR
primitive root off = ";"’";due to the following reasoning.

{(1.(\2 ..... Q

@(q)
1f%isa primitive root of a prime q then the set of numbers } are distinct modulo g and hence

form the set { 1,2,... ((1 B l)}in some order. In this case ¥ = =3 and it can be seen to be a primitive root of

q = 353 {3 mod 353,3% mod 353,...,3%" mod 353, }
{1,2,...352}

which contains all the elements of

Suppose A and B select the private keys Xa =91 and‘\ B = 233

user A calculates:

respectively.To calculate the secret key K
Y4 = a™A
== « S)T . _—l
= 37" mod 353

= 40

mod ¢

Similarly user B calculates

Yz = a8 mod ¢
23: Qe
= 3% mod 353

= 248
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Global Public Elements
q prime number

« < g and a a primitive root of g

User A Key Generation

Sclect private X Xy<gq

Calculate public ¥ Yum= u\ fmad g

User B Key Generation

Sclect private X, Xp <q

Calculate public ¥, Yy=« Xa moxd g

Generation of Secret Key by User A

A .;4),‘;\‘nu\lq

Generation of Secrel Kes by User B

K=() ‘v\“ mod ¢

Fig. 2: The Diffie Heilman Key Exchange Algorithm.

Then we have /X = 248°7 mod 353 = 40*** mod 353 = 160

We assume the attacker would have 9, @, Y As ) Bwhich for this example might be enough using a brute force

approach. However with large numbers this becomes impractical.
CONCLUSION

In conclusion, prime numbers play a pivotal role in modern cryptographic algorithms, serving as the backbone for
various encryption and key exchange mechanisms. Their unique mathematical properties, such as their indivisibility
and distribution characteristics, provide essential security features that underpin the robustness of many cryptographic
systems. Prime numbers are integral to public-key cryptographic schemes like RSA, where their use in key generation
and encryption/decryption processes is crucial. The security of these algorithms relies heavily on the difficulty of
factoring large composite numbers or solving discrete logarithm problems, tasks that become increasingly challenging
with larger primes.

In summary, prime numbers remain a cornerstone of cryptographic algorithms, providing the mathematical foundation
for secure communication and data protection. Their continued importance underscores the need for rigorous research
and innovation to ensure that cryptographic systems remain robust in the face of evolving threats and technological
advancements.
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